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Low latency

Why care about low latency first now?

m Legacy applications: gaming, VolP

m Modern applications: web, instant messaging,
virtual /augmented reality, cloud gaming, video
conferencing/streaming, emergency systems, remote
assistance, drones, etc.

m Data Centres (DCs) & Content Delivery Networks (CDNs)
m Inter Process Communication (IPC) within isolated
environments

m Not only the Internet, but anything which involves any form
of greedy resource sharing over a common bottleneck, i.e. a
queue.
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Low latency

So what is the applications latency typically made out of
and where to cut?

m Propagation delay - Time taken for 1-bit to travel from the
source to destination.

distance/speed of the medium
m Transmission delay - The serialisation time for a packet.
frame size/link speed

m Queueing delay - Time spent waiting for transmission behind
other packets. Takes at least one transmission delay to
dequeue one packet from the head of the queue.

m Processing delay - Cost to process the packet in terms of
computional power.
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Low queue AQMs
How to cut the queueing delay?
m Active Queue Managements (AQMs)

m Explicit Congestion Notification (ECN)
m Shallow marking threshold over a lower quantity of buffer.

Better
P
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T
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Queueing delay (packets)

=

The evolvement of AQMs
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DataCentreTCP (DCTCP)
How to maintain a tiny queue?

Take in use a scalable congestion controller, e.g. DCTCP, TCP
Prague, BBR v2.
m Keep the AQM simple; Neither smooth the queue or use any
burst before yielding a mark.
m Use an improved ECN feedback loop at the receiver to feed
the sender about the extent of congestion.
m Upon arrival of the first mark within a RTT use the calculated
estimate, «, to perform a more gradual reduction.

Immediate ACK

‘N‘Cpicizi? I oo
a=ax(l—g)+gxF, 0<a<l

Immediate ACK
S. = max(inflights x (1 — a/2 2
° (inflights  ( /2), %) Figure: SM: DCTCP ECN ACK

(Figure 10 of the DCTCP paper)
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Low Latency Low Loss Scaleable throughput (L4S)

How to incremently deploy this over the Internet?!

m Use Dual Queue
AQM to segregate the Searable
new traffic from the
legacy TCP traffic.

m Use the last ECN
codepoint, ECT(1),
to classify scalable
senders.

sender

IP-ECN

Priority
scheduler

Classifier

Classical

m Provide isolation for sender
low latency, but keep
capacity sharing of
the same level.

Figure: L4S Architecture [2]

Work in progress
Asad Sajjad Ahmed (supervised by: Bob Briscoe) IFI, Simula




The submss regime

Then what is the problem?

Two very hard and fundemental scalability issues of TCP. Not easy
to solve as they both conflicts with the traditional way to perform
congestion control.

m Minimum transmission rate of TCP? per RTT cause
unresponsiveness when probing over ECN enabled network.

m Constant additive increase of TCP scales for neither low or
large congestion window values.

2In theory, TCP cannot become unresponsive when following
RFC3168/RFC5681, but an implementation which tries to stay responsive yield
poor performance under low BDP paths. Nontheless, Linux TCP is good
example which selectively strips this requirement.
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The submss regime

But does not a higher quantity of bitrate mean a higher
transmission rate per RTT?

BDP|[b] = Bandwidth[bps] * RTT|s]
fair rate[b] = BDP[b] / senders[#]
Ws = BDP[b] / (senders[#]  ethernet_frame[b])

Not always given:
m What if the base RTT is of a sigificantly lower quantity
aswell?

m What about a higher quantity of competitors at the
bottleneck?

m What does a higher MTU in the network mean for TCP?
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The submss regime

Why not let the AQM do packet eviction instead?

m The AQM should always evict packets to hinder any
unrepsonsive sender from building a queue.

m Thus, prevent any malicious/malfunctioning sender from
causing higher RTT for other traffic.

m However, an AQMs which performs evictions should not be a
standalone solution to the problem, but instead be a
consequence for any sender who decides to challenge the
AQM by not falling back.

m Reasons: wastes the limited resources of the network, induces
extremly high packet loss rate, harder to perform any efficient
loss recovery.
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An overview of the problem

Congestion Window (segments)

Congestion Window (segments)
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Problem Statement

Our reasearch questions

m Can we extend TCP for shallow base RTT?

m Can we preserve stretch acknowledgements for low congestion
window values?

m Can we preserve a congestion window made out of segments
in a network with a low transmission rate per RTT?

m Are we able to create a minimal solution which is easy to
implement?
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Limitations

Limitations in our reasearch

m We do not evaluate TCP under any level of packet loss. Our
reaseach instead rely on ECN as a signal for congestion.
However, our work does not ignore packet loss per se, but is
underprioritised.

m Develop and test our prototype under a stable version of the
Linux kernel.

m Congestion control algorithms: TCP Reno & DCTCP.

m Experiments conducted over a simple broadband topology.
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How has the problem evolved in the reasearch community?

m The problem has initially been a limiting factor for many
concurent incast flow for TCP, where a higher quantity of
bitrate is needed to scale for a greater number of competitors
through the bottleneck.

m However, recent work at removing the deep queue of the
bottleneck both in data centres and L4S over broadband
testbed has rediscovered the same scalability problem of TCP,
but now due to a lower base RTT bacause of a tiny queue.

m The problem is now amplified and cannot be solved with more
bitrate. The problem makes TCP unable to keep up with a
low queue AQM.
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What are the main contributations from others for the
problem we have in front of us?

97 - TCP - Morris - Many flows [17]
97/99 - TCP - Feng et al. - Adaptive RED & SUBTCP [7, 8]

97 - TCP - Floyd et al. - ECN implementation in ns [9]

01 - TCP - Qiu et al. - Performance evaluation of many flows [19]
01/03 - TCP - Hsiao et al. - Delay control 10, 11, 15, 18]

02 - TCP - Venkataramani et al. - TCP Nice [20]

11 - TCP - Chen et al. - The Sub-packet regime & TAQ [3-5]
14 - LEDBAT - Komnios et al. - Sub-packet regime [14]
15 - DCTCP - Miao et al. - DCTCP+ [16]
15/18 - DCTCP - Huang et al. - Packet slicing [12, 13]
17 - DCTCP - Cho et al. - ExpressPass [0]
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Experiment plan

How to test TCP?

Concrete Plan

Experiment (#) 1 2 3A 3B 4A 4B 4C 4D 4E 4F 4G 4H
Bitrate (Mbps) 200 200 | 200 200 | 600 600 600 600 | 600 600 600 600
Base RTT (us) 300 300 | 100 100 | 250 500 750 1000 | 250 500 750 1000
MTU (B) 1500 1500 | 1500 1500 | 1500 1500 1500 1500 | 9000 9000 9000 9000
SMSS (B) 1448 1448 | 1448 1448 | 1448 1448 1448 1448 | 8948 8948 8948 8948
Stretch ACKs (bool) false false | false true | false false false false | false false false false
Flows (#) 1 2 8 8 16 16 16 16 16 16 16 16
Flow time (sec) 10 20 40 40 40 40 40 40 40 40 40 40
Flow pace (sec) - 1 1 1 1 1 1 1 1 1 1 1
Target queue (us) 500 500 | 500 500 | 250 250 250 250 | 250 250 250 250
ECN (bool) true  true | true true | true true true true | true true true true
DCTCP g (weight) 1/16 1/16 | 1/16 1/16 | 1/16 1/16 1/16 1/16 | 1/16 1/16 1/16 1/16
Buffer capacity (ms) 200 200 | 200 200 | 200 200 200 200 | 200 200 200 200
RED Ramp Marking
Mings 500 500 | 500 500 | 250 250 250 250 | 250 250 250 250
Max,s 1500 1500 | 1500 1500 | 750 750 750 750 | 750 750 750 750
Max probability (%) 10 10 10 10 10 10 10 10 10 10 10 10
Burst (packets) 20 20 20 20 31 31 31 31 31 31 31 31
Min Wy 1318 659 | 1.24 124 | 154 232 309 386| 026 039 052 0.65
Max Wy 2964 1482 | 329 329 | 3.09 38 463 540| 052 065 078 0091
Adaptive true  true | true true | true true true true | true true true true
RED Step Marking
Kus 500 500 | 500 500 | 250 250 250 250 | 250 250 250 250
W 13.18  6.59 ‘ 124 124 | 154 232 309 386| 026 039 052 065
RED Marking
Mings 500 500 | 500 500 | 250 250 250 250 | 250 250 250 250
Max,s 1000 1000 | 1000 1000 | 500 500 500 500 | 500 500 500 500
Min Wy 1318 659 | 1.24 124 | 154 232 309 386| 026 039 052 0.65
Max Wy 2141 1070 | 226 226 | 232 3.09 386 4.63| 039 052 065 078
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Metrics

What to measure?

Queueing delay, packet loss & link utilisation of the
bottleneck3.

Smoothed Round Trip Time (SRTT) of the sender.
Packet marking rate of the AQM.
Throughput of the invidual sender.

However, we do not address fairness.

3Uses techniques from here: https://github.com/henrist/agmt
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The framework

Which type of topology to use?
m Simple broadband testbed: two participating hosts; server and
client topology.

m ECN initiating senders.
m Linux kernel stable version 5.0.

7777777777777 Manager

1 Gbps 100-300 ps
Client

Figure: Experiment Setup
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Design Proposal*

Requirements:
m Allow usage of lower congestion window values.
m Preserve acknowledgement clock.
m Avoid delayed acknowledgements at all cost.
[

Scale down, rework, the additive increase during the
congestion avoidance phase of TCP.

*The work given here is with considerable help from the supervisor. This
design proposal continues the work of the submss paper [1], which first
rediscovered and proposed a solution to the problem.
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Fraction Congestion Window

How to keep a congestion window of less than one
segment?

Use fractional congestion window in addition to the normal
window:

Wg = W, x SMSSg + Wiac
Sg = 5¢ * SMSSg + Sgac

where Wac and Sgac keeps a value [0g, SMSSg).

Pros: Cons:
m Simple; No major m The Complexity to maintain
modification required. a fraction.
m Use and update W; and S; m Wg and Sg may require
as before (fully backward quad registers to know the
compatible). full extend of the window.
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Packet Conservation Clock

How to keep fewer than one segment inflight per RTT?

Naive approach

m Use smaller packets when
congestion window is less
than one segment. s = min(Wg, rwndg)

m The main idea behind
packet slicing.

Cons:

m Conflicts with Nagle's

algorithm.
Pros:
) m High cost for the network.
m Simple concept.
m New floor of 1 byte.

m Not easy to deploy beside
classic TCP.
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Packet Conservation Clock

How to keep fewer than one segment inflight per RTT?
Scalable approach

m Wait a local computed
delay, dys, when congestion
window is less than one 55 = min(SMSSp, rwnds)
segment. do= (o~ D SRTTs &
m Send full packets if possible.

m Idea from the submss paper.
Pros:

m Overhead from network

. Cons:
headers minimised.
m Requires delay based

m Lower computation cost per .
transmission.

node.

m No new floor.
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Stretch Acknowledgements

How to avoid delayed acknowledgements?

Naive approach

m Send segments in burst of
the stretch
acknowledgement factor, 9,
to trigger an immediate
acknowledgement.

sg = min(§ * SMSSg, rwndg)
s
dys = (WEB —1)# SRTT,s

m Idea based on work from
Venkataramani et al.

Pros: Cons:

m The sender know the exact B AQM must maintain a

RTT to its receiver. deeper queue.

m Efficient loss recovery. m Does not scale well for

m TCP hardware offloading. larger 6.
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Stretch Acknowledgements

How to avoid delayed acknowledgements?
Scalable approach

N
m Send sufficient segments Kg/ Is
paced. SRTTES = T Tors s M \
m Subtract the accumulated 7S 0 v o
delay afterwards. s = min(SMSSp, rwnds) T . lic
m |dea based on work from DT g

Hsiao et al. /L

SRTTE™

Pros:
Cons:
m The sender know the exact

. ) ited for h
RTT to its receiver. m Not suited for hardware

offloading.
m Loss resilient.

Asad Sajjad Ahmed (supervised by: Bob Briscoe) IFI, Simula



Logarithmically Scaled Additive Increase Multiplicative Decrease (LS-AIMD)

How to probe for more capacity and perform congestion

window reduction?
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Congestion window reduction

LS-AIMD Reno LS-AIMD

Sg = max(inflightg /2, 2g)

DCTCP

Sg = max(inflightg = (1 — «/2),

2g)
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Implementation

Linux kernel v5.0° (v4.13.16).

Joint Linux kernel module for LS-AIMD Reno/DCTCP.
Logarithmic function is currently rather complex.
Scaled fractional congestion window.

Packet conservation clock uses pacing to delay packet.
Extends TCP to operate in two modes.

Several optional hooks during packet processing.

m Stretch acknowledgement hardcoded: 6 =2

m Not efficient at recovering loss.

®*Open source (GPL v2): https://bitbucket.org/asadsa/kernel420/
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Link Utilisation

Did we keep the link utilised?

AIMD: MTU: 1500B
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Queue Occupancy

If so, how much queue did the bottleneck have on average?
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Smoothed RTT (SRTT)

What impact did the queueing delay have on the SRTT?

us

Average SRTT

Average SRTT (ps)
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Marking Rate

Did the AQM tell about the ongoing congestion?
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Additive Increase

Were we able to scale down the additive increase?
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Throughput

How did the senders shareout the capacity?
MTU: 1500B, base RTT: 250ps

AIMD

LS-AIMD
C: 0.78125%

LS-AIMD
C: 100%
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Throughput

How did the senders shareout the capacity?
MTU: 9000B, base RTT: 250us

AIMD

LS-AIMD
C: 0.78125%

LS-AIMD
C: 100%

Reno Ramp

DCTCP step

DCTCP Instantaneous

Figure: Experiment #4E: Throughput
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Queueing Delay Trends

Who is best?

|| Experiment (#) 1 2| 3A 3B| 4A 4B 4C 4D| 4E  4F 4G 4H
AIMD Reno
Min (ps) 0 0| 720 294 | 196 0 0 0 0 950 2162 2424
Max (ps) 1146 1572 | 6127 1998 917 1277 1474 1081 | 3768 3178 2916 2686
Mean (ps) 555 875 | 1067 1047 | 514 500 463 441 | 3385 3129 2893 2638
Standard deviation (us) 212 214 | 145 188 77 134 202 234 93 163 15 16
95th precentile (ps) 917 1212 | 1310 1376 | 655 720 753 786 | 3407 3145 2916 2654
Ed 99th precentile (ps) 983 1343 | 1409 1507 688 786 819 851 | 3407 3178 2916 2654
% | LS-AIMD Reno (C: 0.78125%)
S | Min (ss) 5 B B B 0 98 0 0 0 0 0 0
o | Max (ps) - - - - | 688 1343 491 458 | 1114 1081 1114 1933
g Mean (ps) - - - - | 258 247 237 225 | 464 420 402 375
& | Standard deviation (ps) - - - - 41 34 38 441 161 162 161 161
E 95th precentile (ps) - - - -| 327 294 294 294 | 720 688 655 622
& [ 99th precentile (ps) - - - -] 327 327 327 327| 819 78 786 753
LS-AIMD Reno (C: 100%)
Min (ps) 0 131 ] 393 393 0 0 0 0 0 0 0 0
Max (ps) 1081 1572 | 1540 1605 | 1572 1769 1867 2818 | 3571 3178 2916 2686
Mean (ps) 571 866 | 1033 1016 | 495 487 495 469 | 1763 1567 1452 1289
Standard deviation (ps) 185 184 | 103 138 54 67 74 87| 1096 987 923 839
95th precentile (ps) 851 1146 | 1212 1245 | 589 589 622 589 | 3342 3014 2654 2392
99th precentile (ps) 950 1277 | 1277 1343 | 622 622 655 655 | 3407 3145 2883 2555
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Queueing Delay Trends

Who is best?

| | Experiment (#) 1 2| 3A 3B| 4A 4B 4C 4D | 4E  4F 4G 4H
AIMD DCTCP
Min (ps) 294 229 0 262 0 0 0 0 | 3145 2883 2162 2490
Max (ps) 655 720 | 1048 1081 | 1048 4653 655 950 | 3473 3211 2686 2686
Mean (ps) 472 480 | 748 651 | 275 316 285 271 | 3381 3142 2651 2633
Standard deviation (us) 50 83 14 155 26 125 146 162 15 13 10 19
95th precentile (ps) 557 622 753 917 294 524 524 524 | 3407 3145 2654 2654
wp | 99th precentile (ps) 589 622 786 983 327 589 557 557 | 3407 3178 2654 2654
£ | LS-AIMD DCTCP (C: 0.78125%)
5 [ Min (ps) S 5 B 0 0 0 0 0 0 0 0
En_ Max (js) S N T 360 1703 753 720 | 917 950 884 884
@ | Mean (ps) - - - -| 198 200 198 197 | 160 142 128 119
9 ["Standard deviation (ps) - - - - 33 30 31 32| 135 131 127 124
2 [95th precentile (js) E— B 7262 229 229 229 | 425 393 393 360
& "90th precentile (pis) - B - -] 262 262 262 262 | 524 524 524 491
LS-AIMD DCTCP (C: 100%)
Min (ps) 294 0 0 196 0 0 0 0 0 0 0 0
Max (ps) 1605 655 | 7929 3309 | 1310 4325 1933 622 | 3407 3178 2916 2654
Mean (ps) 482 496 | 621 569 | 259 262 266 261 | 1630 1179 886 708
Standard deviation (ps) 55 62| 173 111 49 63 87 951075 565 357 337
95th precentile (ps) 557 589 753 753 327 360 425 425 | 3375 2424 1441 1343
99th precentile (ps) 557 622 | 786 753 | 360 425 458 491 | 3407 3145 2359 1900
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Queueing Delay Trends

Who

is best?
|| Experiment (#) 1 2| 3A 3B| 4A 4B 4C 4D | 4E  4F 4G 4H
AIMD DCTCP
Min (ps) 393 393 | 557 393 | 229 98 0 98 | 2785 2490 2392 2490
Max (ps) 655 786 | 1179 1310 | 622 819 819 753 | 3407 3178 4030 2686
Mean (ps) 546 584 | 885 893 | 456 407 375 353 | 3380 3139 2886 2630
w0 Standard deviation (us) 46 45 59 99 40 34 38 47 14 13 18 20
£ | 95th precentile (ps) 622 655 | 983 1048 | 524 458 425 425 | 3407 3145 2916 2654
f‘i 99th precentile (ps) 622 688 | 1048 1114 557 491 458 491 | 3407 3145 2916 2654
2 | LS-AIMD DCTCP (C: 0.78125%)
2 ["Min (ps) E— - . 0 0 0 0 0 0 0 0
8 [ Max (is) N B T 491 5275 655 786 | 050 1114 1081 7012
8 | Mean (ps) - - - -| 238 236 235 234 | 159 261 244 230
§ Standard deviation (ps) - - - - 33 35 28 30| 135 137 138 149
2 | 95th precentile (ps) - - - - 294 294 262 262 425 491 491 458
E 99th precentile (ps) - - - -| 294 204 294 294 557 589 589 589
% | LS-AIMD DCTCP (C: 100%)
Min (ps) 229 425 | 557 327 0 0 0 0 0 0 0 0
Max (ps) 720 786 | 1114 2752 | 3211 1605 2490 1474 | 5210 3178 2916 2654
Mean (ps) 556 604 | 821 812 | 419 388 367 352 | 1476 1145 914 811
Standard deviation (ps) 37 45 58 101 53 49 61 58 | 713 406 281 299
95th precentile (ps) 622 688 | 917 983 | 491 458 458 458 | 3211 1802 1343 1310
99th precentile (ps) 655 720 | 950 1015 | 524 491 491 491 | 3407 2850 1835 1998
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So what have we accomplished and where to next?

Main Contributions
Future Work

m Made TCP perform well
under shallow base RTT.

m Preserved stretch
acknowledgements.

m A design proposal followed
by a Linux kernel
implementation.

m Extensive testing under very
low base RTTs.

Conduct more experiments.
Other network topologies.
Look at other metrics.

Autotune LS-AIMD for
sub-packet regime.

Measure the computional
footprint of the code.

Asad Sajjad Ahmed (supervised by: Bob Briscoe)
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